
 

Bid Number: GEM/2024/B/5219769
Dated: 13-08-2024

Bid Corrigendum

GEM/2024/B/5219769-C4

Following terms and conditions supersede all existing “Buyer added Bid Specific Terms and conditions” given in
the bid document or any previous corrigendum. Prospective bidders are advised to bid as per following Terms
and Conditions:

Buyer Added Bid Specific Additional Terms and Conditions

1. OPTION CLAUSE: The buyer can increase or decrease the contract quantity or contract duration up to 25
percent at the time of issue of the contract. However, once the contract is issued, contract quantity or
contract duration can only be increased up to 25 percent. Bidders are bound to accept the revised
quantity or duration

2. Escalation Matrix For Service Support : Bidder/OEM must provide  Escalation Matrix of Telephone Numbers
for Service Support.

3. Bidders can also submit the EMD with Account Payee Demand Draft in favour of
The Director IITM Pune
payable at
At Pune
.
Bidder has to upload scanned copy / proof of the DD along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

4. Bidders can also submit the EMD with Fixed Deposit Receipt made out or pledged in the name of A/C
(Name of the Buyer). The bank should certify on it that the deposit can be withdrawn only on the demand
or with the sanction of the pledgee. For release of EMD, the FDR will be released in the favour of the
bidder by the Buyer after making endorsement on the back of the FDR duly signed and stamped along
with covering letter. Bidder has to upload scanned copy/ proof of the FDR along with bid and has to ensure
delivery of hardcopy to the Buyer within 5 days of Bid End date/ Bid Opening date

5. Bidders can also submit the EMD with Banker’s Cheque in favour of
The Director IITM Pune
payable at
Pune
.
Bidder has to upload scanned copy / proof of the BC along with bid and has to ensure delivery of hardcopy
to the Buyer within 5 days of Bid End date / Bid Opening date.

6. Bidders can also submit the EMD with Payment online through RTGS / internet banking in Beneficiary
name
The Director IITM Pune
Account No.
11099449733
IFSC Code
SBIN0000454
Bank Name
State Bank of India
Branch address
P B No. 6, Collector Office Compound, Pune- 411 001
.
Bidder to indicate bid number and name of bidding entity in the transaction details field at the time of on-
line transfer. Bidder has to upload scanned copy / proof of the Online Payment Transfer along with bid.

7. Successful Bidder can submit the Performance Security in the form of Account Payee Demand Draft also
(besides PBG which is allowed as per GeM GTC). DD should be made in favour of
The Director IITM Pune
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payable at
At Pune
. After award of contract, Successful Bidder can upload scanned copy of the DD in place of PBG and has to
ensure delivery of hard copy to the original DD to the Buyer within 15 days of award of contract.

8. Successful Bidder can submit the Performance Security in the form of Fixed Deposit Receipt also (besides
PBG which is allowed as per GeM GTC). FDR should be made out or pledged in the name of
The Director IITM Pune
A/C (Name of the Seller). The bank should certify on it that the deposit can be withdrawn only on the
demand or with the sanction of the pledgee. For release of Security Deposit, the FDR will be released in
favour of bidder by the Buyer after making endorsement on the back of the FDR duly signed and stamped
along with covering letter. Successful Bidder has to upload scanned copy of the FDR document in place of
PBG and has to ensure delivery of hard copy of Original FDR to the Buyer within 15 days of award of
contract.

9. Successful Bidder can submit the Performance Security in the form of Payment online through RTGS /
internet banking also (besides PBG which is allowed as per GeM GTC). On-line payment shall be in
Beneficiary name
The Director IITM Pune
Account No.
11099449733
IFSC Code
SBIN0000454
Bank Name
State Bank of India
Branch address
P B No. 6, Collector Office Compound, Pune- 411 001
. Successful Bidder to indicate Contract number and name of Seller entity in the transaction details field
at the time of on-line transfer. Bidder has to upload scanned copy / proof of the Online Payment Transfer
in place of PBG within 15 days of award of contract.

10. Buyer uploaded ATC document Click here to view the file .

Disclaimer
The additional terms and conditions have been incorporated by the Buyer after approval of the Competent
Authority in Buyer Organization, whereby Buyer organization is solely responsible for the impact of these clauses
on the bidding process, its outcome, and consequences thereof including any eccentricity / restriction arising in
the bidding process due to these ATCs and due to modification of technical specifications and / or terms and
conditions governing the bid. If any clause(s) is / are incorporated by the Buyer regarding following, the bid and
resultant contracts shall be treated as null and void and such bids may be cancelled by GeM at any stage of
bidding process without any notice:-

1. Definition of Class I and Class II suppliers in the bid not in line with the extant Order / Office Memorandum
issued by DPIIT in this regard.

2. Seeking EMD submission from bidder(s), including via Additional Terms & Conditions, in contravention to
exemption provided to such sellers under GeM GTC.

3. Publishing Custom / BOQ bids for items for which regular GeM categories are available without any
Category item bunched with it.

4. Creating BoQ bid for single item.
5. Mentioning specific Brand or Make or Model or Manufacturer or Dealer name.
6. Mandating submission of documents in physical form as a pre-requisite to qualify bidders.
7. Floating / creation of work contracts as Custom Bids in Services.
8. Seeking sample with bid or approval of samples during bid evaluation process. (However, in bids for

attached categories, trials are allowed as per approved procurement policy of the buyer nodal Ministries)
9. Mandating foreign / international certifications even in case of existence of Indian Standards without

specifying equivalent Indian Certification / standards.
10. Seeking experience from specific organization / department / institute only or from foreign / export

experience.
11. Creating bid for items from irrelevant categories.
12. Incorporating any clause against the MSME policy and Preference to Make in India Policy.
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https://fulfilment.gem.gov.in/contract/slafds?fileDownloadPath=SLA_UPLOAD_PATH/2024/Aug/GEM_2024_B_5219769/CLM0010/ATC_90af0e03-4c09-4bce-88601723554383220_purchaseofficer7.iitm18.pdf
https://assets-bg.gem.gov.in/resources/upload/shared_doc/list-of-categories-where-trials-are-allowed_1712126171.pdf


13. Reference of conditions published on any external site or reference to external documents/clauses.
14. Asking for any Tender fee / Bid Participation fee / Auction fee in case of Bids / Forward Auction, as the

case may be.

Further, if any seller has any objection/grievance against these additional clauses or otherwise on any aspect of
this bid, they can raise their representation against the same by using the Representation window provided in
the bid details field in Seller dashboard after logging in as a seller within 4 days of bid publication on GeM. Buyer
is duty bound to reply to all such representations and would not be allowed to open bids if he fails to reply to
such representations.

*This document shall overwrite all previous versions of Bid Specific Additional Terms and Conditions.

This Bid is also governed by the General Terms and Conditions
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BIDDER MUST NOT DISCLOSE BID PRICE IN TECHNICAL DOCUMENT. IF 
DISCLOSED, BID WILL BE REJECTED/DISQUALIFIED 

 
 

ATC:- 

A. Bidder has to upload the required documents as per Terms & conditions 
and additional documents as mentioned below. 

 Non-Blacklisted Certificated (on company letterhead) 
 Scope of work must be uploaded (signed & stamped) without bid 

prices 
 Escalation Matrix for service support with contact numbers 
 Documentary proof of India Based office required for emergency 

breakdown/default service. 
 

 Kindly Submit Annexure A, K, L & III 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

ANNEXURE - A 
Bidder Information Form 

 
(a)  [The Bidder shall fill in this Form in accordance with the instructions indicated below. No alterations 

to its format shall be permitted and no substitutions shall be accepted. This should be done of the 
letter head of the firm] 

 
Date  : [insert date (as day, month and year) of Bid Submission] 
 
Tender No .:[insert number from Invitation for bids] 
 

01. Bidder’s Legal Name [insert Bidder’s legal name] 
02. In case of JV, legal name of each party: [insert legal name of each party in JV] 
03. Bidder’s actual or intended Country of Registration: [insert actual or intended Country of 

Registration] 
04. Bidder’s Year of Registration: [insert Bidder’s year of registration] 
05. Bidder’s Legal Address in Country of Registration: [insert Bidder’s legal address in country of 

registration] 
06. Bidder’s Authorized Representative Information 

 
Name: [insert Authorized Representative’s name] 
 
Address: [insert Authorized Representative’s Address] 
 
Telephone/Fax numbers: [insert Authorized Representative’s telephone/fax numbers] 
 
Email Address: [insert Authorized Representative’s email address] 

07. Attached are copies of original documents of:  
 
Articles of Incorporation or Registration of firm named in 1, above. 

 
 
 
 
Signature of Bidder _________________________________ 
 
Name    _________________________________ 
 
Business Address  _________________________________ 
 
 
 
 
 

 

 

 

 

 

 



 

ANNEXURE-K 

Eligibility Certificate 
 
This is to certify that we are not associated, or have been associated in the past, directly or 

indirectly, with a firm or any of its affiliates which have been engaged by the Purchaser to provide consulting 
services for the preparation of the design, specifications, and other documents to be used for the 
procurement of the goods to be purchased under this Invitation of Bids / Tender No. ________________  
dated ______________. 
 

         Authorised Signatory 

        
 Name:_____________________ 

         Designation: 
________________ 

 

 

 

 

 

 

ANNEXURE-L 

Non-Black listing Self Certificate 
 
This is to certify that M/s. ____________________has not been blacklisted by any Central / State 

Government Department / organization in last 3 years. 
 
 
 
 
 
 

Authorised Signatory 

        
 Name:_____________________ 

        Designation: 
________________ 
 

 

 

ANNEXURE-III 

Checklist for Secure Code Programming in Applications 



S.No. Action Item(s) Is implemented? 
1 Implement CAPTCHA on all entry-forms in PUBLIC pages. 

Implement CAPTCHA or account-lockout feature on the login 
form. 
[Alpha-numeric CAPTCHA with minimum 6 characters] 

YES NO Not Applicable 

2 Implement proper validations on all input parameters in client and 
server side (both). 
[White-listing of characters is preferred over Black-listing] 

YES NO Not Applicable 

3 Use parameterized queries or Stored-procedures to query output 
from databases, instead of inline SQL queries 
[Prevention of SQL Injection] 

YES NO Not Applicable 

4 Implement proper Audit/Action Trails in applications YES NO Not Applicable 
5 Use different Pre and Post authentication session- 

values/Authentication-cookies 
YES NO Not Applicable 

6 Implement proper Access matrix (Access Control List-ACL) to 
prevent un-authorized access to resources/pages/forms in 
website 
[Prevention of Privilege escalation and restrict in of access to 
authorized/authenticated content ] 

YES NO Not Applicable 

7 Do not reference components (such as javascripts,stylesheets etc.) 
directly third-party sites. 
[They may be downloaded and self-referenced in website] 

YES NO Not Applicable 

8 Use third-Party components from trusted source only. 
[Components with known vulnerabilities are not recommended.] 

YES NO Not Applicable 

9 Store critical data such as PAN number,Mobile Number,Aadhar 
Card number etc. in encrypted form in the database. 
[Hashing of sensitive information is preferred over encryption, 
unless required to be decrypted] 

YES NO Not Applicable 

10 Prevent critical information from public access by any mean 
[Critical information like credit card number, account number, 
aadhar number etc. should be restricted to authorized persons 
only. If such information is stored in static files such as excel,pdf 
etc., sufficient measures should be taken so that is it not 
accessible to unauthorized persons or in public.] 

YES NO Not Applicable 

11 Hash the password before it is relayed over network, or is stored 
in database. 
[During login, password should be salt-hashed using SHA-256/512. 
However, it should be stored as plain hash (SHA-256/512) in 
database. On every login attempt, new salt should be used, and it 
should be generated from server-side only] 

YES NO Not Applicable 

12 Implement Change Password and Forgot password module in 
applications 
[not required in applications, using LDAP for authentication] 

YES NO Not Applicable 

13 Comply with Password Policy, wherever passwords are being used. YES NO Not Applicable 
14 Use Post methods to pass parameters as values from one- 

page/website to another. 
[GET methods should be avoided] 

YES NO Not Applicable 

15 Implement proper error-handling. 
[System/application errors should not be displayed to viewer] 

YES NO Not Applicable 

 

16 Implement token-based system that changes on every web- 
request in application, to prevent CSRF. 
[CSRF Guard or Anti-forgery tokens can be implemented in non- 
critical applications. Websites using payment-gateways etc. are 
categorized in critical websites.] 

YES NO Not Applicable 



17 Do not implement File upload in public modules YES NO Not Applicable 
18 Store uploaded files in database, rather than storing them in file- 

system 
[Files, stored in database cannot be executed directly, hence this is 
more secure than storing them in file system.] 

YES NO Not Applicable 

19 Generate unique, un-predictable and non-sequential receipt 
numbers/acknowledgement numbers/application numbers/roll 
numbers/ File-names etc. It is preferable that strong algorithm be 
used to generate such numbers. 

YES NO Not Applicable 

20 Implement proper Session Timeout 
[Logged-In user should be logged-out after a specific period(say 20 
minutes) of inactivity] 

YES NO Not Applicable 

21 Assure admin/Super-Admin URL’s is/are accessible from restricted 
IP’s only 
[For this, segregate public URL from Admin/Super-Admin module. 
Public modules and Admin/Super-Admin modules should be 
deployed on separate URL’s. 
Admin/Super-Admin URL’s should be accessible from restricted 
IP’s only. It is preferable to allow access for Admin/Super-Admin 
modules through VPN] 

YES NO Not Applicable 

Other Action Item(s) 
1 Assure third-Party links/page(partial/full) open in different tab, 

with a disclaimer. 
YES NO Not Applicable 

2 Disable Trace/PUT/DELETE and other non-required methods in 
application/web-server. 

YES NO Not Applicable 

3 Assure that Email addresses, where ever used, are in form of an 
image. 
[Alternatively, replace “@” with [at] and “.” with [dot] in email 
addresses] 

YES NO Not Applicable 

4 Disable directory listing YES NO Not Applicable 
5 Set “Auto Complete” off for textboxes in forms YES NO Not Applicable 
6 Prevent pages from being stored in history/cache. 

[Each time that the user tries to fetch a page, it should request 
server to serve with a fresh copy of the page] 

YES NO Not Applicable 

7 Implement Logout buttons in all authenticated pages YES NO Not Applicable 
Implementation Guidelines 

1 Restrict each application for minimum access (only required 
access) 
[Allow access of application for restricted network access. 
Websites, those are to be used in local-network, should not be 
accessible from any other network. For exceptional cases, VPN 
may be used. 
Websites, those are required to be accessed from within the 
country, should be restricted for access on Indian ISP’s ONLY.] 

YES NO Not Applicable 

2 Use the latest and non-vulnerable versions of Application Server 
(IIS/Apache etc.), Jqueryetc. 

YES NO Not Applicable 

3 Enable audit-trails and system logs on server 
[e.g. :Web-Access logs, Application Logs, Security Logs etc. 

 

 



4 Take regular backups of data and application 
[Sufficient arrangements should be made to take proper and 
regular backups of database, application and other related 
objects/components, for retrieval on undesirable circumstances. 
It is preferable to maintain a set of last 5 backups. 
It is advised to store backups on hard-drive/tape-disks/SAN- 
storage. Networked servers/machines should be avoided for this 
activity] 

YES NO Not Applicable 

 

For detailed checklist for developers and secure coding guidelines, visit: 
https://security.nic.in/appsec_new.aspx?pid=114&id=118&index=2 
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